Newsletter
Autumn 2011

Final phase com-
pleted; achieve-
ments SMART-CM

Page

Main SMART-CM 3
architectural com-
ponents
CEN standardization | 7
Workshop
COSCO Corridor 10
Demonstration
Port of Antwerp and | 11
Smart-CM
Focus Meetings 12
potential users
Synergies Security 13
and Business Value
Dissemination 14
Contact

15
Project Partners 16

SEVENTH FRAMEWORK
PROGRAMME

Final phase completed!

After almost three years of work, the SMART-CM platform has
succeeded in providing the
to do, offering security and efficiency to the global door-to-door
intermodal container transport chain management.

SmartCM has developed an industry driven solution for the
"Green Lanel concept while
global logistics stakeholders for seamless data exchange and
the need to secure interoperability of data. Customs were in-
volved giving the project a boost and increased its visibility and
feasibility.

A CSD based supply chain management solution including sup-
portive organisation haven been set-up and validated in real
conditions. Three main outcomes are the KPI's of CSD's to
guarantee interoperability, which is laid down in the draft CAA
which will be followed up also after project end and tabled at the
right political fora such as WCO; a neutral common platform
which is also defined in the CWA and a Single Window access.

The technological solutions for container management, monitor-
ing and control developed within SMART-CM were tested in two
major global demonstrators.

The Import Custom System (ICS) Single Electronic Access
Point (SEAP) integration in the SMART-CM platform is an addi-
tional service that aims to f
The Value Added Services (VAS) that were developed in paral-
I el to the customs —neutral
their potential for logistic operators and, in spite teething prob-
lems, the various stakeholders involved gave a positive review.

Through demonstrations, the SMART-CM solutions have been
validated and evaluated in order to assess their added value to
the industry of global trade and freight transport. They took
place on two global corridors: EU—Asia Pacific and EU—Middle
East.

UN

AN T
; gi"/l‘

(T

—Singl e

mutual |\

acil it

pl atf o

Page 1




During these demonstration phases, the project cooperated with the Ningbo, Chinese cus-

t oms, and also the
concept using the SMART-CM platform.

The main objective is to

Singapor ean

and the Thai Cu !

i mpl ement the —Green L

as possible. The stuffing of the containers is performed in the presence of customs officials.

Third countries (i.e.

out si de

the project part

evaluation phase has produced some of the most valuable proposals as regards future re-

quirements and needs.

At the same time, the SMART-CM project is also consolidating its business model, which
summarizes the business potential of individual components of the SMART-CM platform

and the synergies that

can

be created among the

the market. SMART-CM cooperates with INTEGRITY in identifying a common approach to
market uptake. Challenge as from now is also to have the solution politically embedded!
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In this respect, we would like to
announce and invite you to partici-
pate to the next AECITL - Euro-
pean Conference on ICT for
Transport and Logistics 0 that is
taking place in Thessaloniki,
Greece, on the 13" and 14" of
October 2011 and is hosted by
CERTH/HIT (as coordinating part-
ner of the SMART-CM project).

During the Conference the SMART
-CM as well as INTEGRITY, and
other projects in this field will per-
form a major demonstration of the
interoperability of the various
—pl at for msli, devel oped
tainer management and e-freight.
The SMART-CM project in particu-
lar, in collaboration with the Port
Authority of Thessaloniki and CO-
SCO will provide a full demo of its
functionalities, and of course - as
part of the event — the full evalua-
tion results of our project will be
presented.

We hope that, as this Conference is expected to gather industrial and research
stakeholders from the freight transport and logistics fields, we will have the opportunity to

welcome you in Thessaloniki too. www.ecitl.eu
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Main Smart-CM architectual components

The main technology components (CSD devices, Neutral layer, Information gateway, GUI
for logistics visibility and Value added services for logistics actors and for customs) are de-
scribed in this concertation efforts article. Business and authority parameters, which have
been identified, are in the area of (increased) visibility, security, reliability, timeliness, costs,

efficiency and services:

Business Parameter

Sno.

Description

Relevance

Transparency & visibility on terminal &
shipping processss: slatus mesasges

Logistic operators; Terminal operators

Terminal operator having Info on hinterland

Terminal operators

reolity

2 trenspart planning earlier & proactively plan
13 | Visibility dUMing FRCOVErY process fram All
Tranwparaney! Vizibility sromalies_process {reactve)
k T4 | r.hénlé.blh'.ly ot m‘np'l:,j cantainars lor ballar Lagislic éparalers; lafminal oparalor
repositioning strategies
5 Enablsr in axcaption managemesnt : ecananes, |All
according to plans, proactive
o GALILEL: Accuracy of pasition of container in | lerminal cperators
Lemminal dres
Open tha container anly ance |/ as less a3 All
=1 |possible (green lane concept) with around
80% of goods flowing through Green Lane
&n Fight zountareiting (2.q by using green lane |4l
Jecurity *  |concept, otherwise counterfeiting risk)
53 |Reduce theft All
oid cango damage (liability issue) by Logistic operators; Terminal operators
54 |knowing the sensitivity of the commadity
{mmnso echnobogy)
e Inereasa the lead time reliability and caplure islics operators
Reliability R devistions within marging ¥ P Log P
Feduinng Ure bolal J2d e, Minanise e Logislivs vperalurs
IM1  |[relatve idle bme ', e.g tme wanring for
physival conhuls
Reducing the dwell tima in terminals by Logistic operators; Terminal oparalors
Timulinexs Thz innmerveed avaizalibilliy of inforeesdioe e il snl
actors thus contributing o better process
planringg
™S For some uacra, waiting ime can bo ALL
functional
Cosls C1 Reducing the total d2d cost All
1 Reiucc administrative burden / single window |All
A nffarinn nns-sinp-shan sarvies
sl e sl E2 Prc-anngunmmcrr:l of hl:lnlcrland oporators o [All
imprave terminal eficisncy
S WAZ o platlunn, auluimzlic dueunmenl All
g_anﬁran N for usars
Enablingg vanngranies g inlsomsbal by loislivs oy Alurs
. W2 | reducing complaxily and salvin
Services i||IH|e||H-!3.1IuIiIEiHHLH o
Lontnbubon of SMART-CM to E-FREIGHT Al
SR e intarmslolAbinge vission baseming o

Customs have security requirements which have been analyzed in various expert meetings.
These requirements were mainly provided and validated by Belgian Customs, chairing the
Globally Networked Customs initiative, which offers the opportunity to oversee the require-
ments as expressed by other customs authorities. The neutral layer functionalities were dis-
cussed with the sister project INTEGRITY and agreed to be of generic value.

The cust oms

put

f orward

speci fic

requirements

is covered in the neutral layer and the need to fulfill ENS requirements and support relevant
transactions of the logistics actors towards Customs). Furthermore, another established re-
quirement was the need to consolidate entry/exit summary declaration information out of
data available on the SMART-CM platform. Not only does CSD info have to be sent to cus-
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toms, but also cargo data (ENS data) has to be extracted out of the platform. Last but not
least, there is also the need to establish a relationship between goods flow and data flow.
Data retention for logistics information

The industrial partners have given the requirement to minimize data storage on the SMART-CM plat-
form in order to prevent access from other parties to this data. This applies for both security and lo-
gistics information. For security related information, this has been described in the Neutral Layer
specifications. For Logistics visibility, data storage can be seen on multiple levels:

1. Only storing MRN numbers to link containers to.
2. Storing the related cargo data to be able to display it in the logistics visibility.

Both options were to be validated and supported by the industrial partners by the SMART-CM Secu-
rity Model.

Operational SMART -CM platform components:

1. Information gateway : collecting and distributing basic information (data elements) according to
preconfigured policies. This basic information can be related to CSD status as well as cargo location
information from alternative data.

2. Graphical user interface on the neutral layer : providing technology independent and user-
friendly access to the neutral layer for configuration, detailed inspection (as far as allowed by the im-
plemented data retention rules) and audit trail purposes.

3. Logistics visibility layer : implementing the information flow between the information gateway and
the VAS.

4. Value Added Services : combining these data elements (basic VAS) and derive additional infor-
mation (advanced VAS) through analysis and synthesis of information.

The operational Smart-CM platform is shown in the figure below:

ADVANCED YALUE ADDED SERVICES
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Simigleregiimipub serdadiperiatibabd griosadigeselated to door-to-door operations are mostly based on
savings in stocks (either by having less safety stocks or by having less stocks in the pipeline).

The neutral |l ayer is a —Single Windowl in the
cess to container security status information independent of the actual CSD provider used. Since
multiple CSD devices are used simultaneously, such communications should be facilitated by one
true Single Window. Otherwise, the customs officer would be forced to communicate to a different
Single Window (depending on the CSD provider, the destination of the container, etc).

CSD technology providers may use different proprietary procedures for authorized opening/closing of
the container. It is the role of the neutral layer to support unified operational procedures and ensure
that the details of specific procedures (per provider) are hidden for the involved actors.

Information gateway components

1. Collection and distribution of neutral information (information provided by CSD devices that is re-
quired by customs to monitor the security status of the container).

2. Collection and distribution of logistics information (information provided by CSD devices that is
required by logistics actors.

sense

The —meutral |l ayerll part of the information gateway

distribution of information in a secured way. For this purpose, services have been specified in
SMART-CM. |t is essential that the owner of data be enabled to define the distribution and data re-

tention policies. The architecture uses an advanced

Service Oriented Architecture (SOA) to safeguard interoperability and security of data provisioning.
Value Added Services (VAS)

The Value Added Services of the platform operate on the Logistics part of the platform and their main
role is to acquire data, provide the ability to perform specific transformations according to each ac-

tor s’ specific needs and, based also on certain crit

tion handling mechanism for supporting alleviation procedures is provided as a complementary VAS.
The first layer, regarding data acquisition, provides an advanced mechanism to acquire and combine
information from different data sources. The deviations, as have been identified so far, are classified
in different categories:

i Time deviations : defined by those cases in which a container reached a destination out of
time.

i Location deviations : defined by cases in which a container is reported in areas/zones
that a user stakeholder has defined as —r

i Handling deviations : provide the means to identify cases in which a container was not
handled correctly (e.g. it was unloaded in a wrong transshipment port, or has been staying
within a terminal for a long period resulting in high demurrage costs).

Apart from deviation warning based on each stakeholder defined criteria and tolerances, the second
layer of VAS provides the user the possibility to define his own transformation rules. Finally, the
third layer of VAS provides the possibility to handle the deviations that have been reported by the
second layer. Both options were to be validated by the industrial partners and supported by the

|

SMART-CM Security Model.
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GUI for logistics visibility

The logistics visibility component will focus on the container and the transport chain assigned. It is
based on the following three design principles:

1. Location (as GPS coordinates) cannot be directly

2. Location of container does not provide by itself the state/execution status of the transport chain.
On the contrary, it has to be checked against the expected position of the container to identify devia-
tions. Updates on the estimation for service completion would rather be meaningful for logistics op-
erators.

3. Constantly receiving updates on container location/status is of no interest to logistics operators. It
is rather expected that execution of transport will proceed as originally planned. However, deviations
from plan (time/place/handling deviation) should generate alerts to responsible personnel to be han-
dled accordingly.

Architectural aspect: The Common Framework

Data formats for exchanging information between several roles in the transport chain have been de-

fined by Freightwise (EU 6th Framework project). This exchange of information can take place during

planning and execution of freight transport. It has been further developed intothe so-c al | ed —Common
Framework for | CT in Transport -CMANTEGRAY, Freightwisedel , t hat
Freight, Euridice and others. Also, the Logistics Information Model (LIM), developed by GS-1, is inte-

grated in these harmonization activities. The first results were presented at the ECITL conference

2010 in Bremen.

Limitations on the functionality of this component within the Smart -CM platform

1. Transport plans are rather dynamic than static. A forwarder may alter its initial plan to over-
come deviations that occur throughout its execution.

2. Current limited visibility within the chainis i p o-li e ¥ e | 0 meariny that dh&ckpoints are
used to facilitate information updates on chain execution. Status within intermediate points is
rather poor or nonexistent.

3. Location intelligence (being possible to be provided by having location/status of containers
along the transport chain) can significantly improve performance by enabling more informed
decisions. Location intelligence means that a decision on possible action can vary based on
current location.

Aligning SMART -CM and INTEGRITY
During discussions between SMART-CM and INTEGRITY, the following key ingredients for risk re-

duction were identified: 1. AEO status (or similar) of the operators involved ; 2. CSD used to monitor
the container ; 3. Information on details of cargo within the container.

It is clear that there is a commercial trade

-off of data sensitivity and costs when
comparing these three factors. Stronger
requirements on one factor may reduce
requirements on other factors. Further-
more, the potential use of the CSD is a
common denominator of the projects. Both
projects can use the SMART-CM neutral
layer to get standardized access to con-
tainer security status.
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Lessons learned
Summary of lessons learned related to the concertation/architectural part of the SMART-CM project:
i Common Framework messages TES (Transport Execution Status) and TOS (Transport

Operation Status) should in the future be used to implement status information on the exe-
cution of logistics activities.

i In SMART-CM several data sources were used, but, with the exception of container secu-
rity data, these could not be exchanged according to Common Framework standards.
i While SMART-CM aims to use summary cargo descriptions resulting form the Entry Sum-

mary Declaration (ENS) within the Import Control System (ICS), INTEGRITY aims to use
consignment descriptions that originate from the shippers. In the future there will be a
need to capture the cargo information at the source, the shipper (alternatively through the
global freight forwarder).

i The consolidation of alternative data sources into one supply chain status required manual
user interaction. This becomes apparent in two places. First, the user needs to manually
enter a container in the VAS service before received container status data can be linked to
it. Secondly, the user needs to establish a link between container and vessel before re-
ceived vessel status data can be linked to the container. We advise that these links be
established without user interaction.

Text is summary prepared by EIA, based on SMARTCM-D2 5 5-v1 0 0_Concertation report.doc, writ-
ten by Logit Systems (Sequoyah NV), September 2011.

CEN standardisation Workshop
on Container Security and Tracking Devices

The goal of the second CEN meeting (01/06/2011) was to create an official CEN Workshop Agree-
ment (CWA). The meeting was attended by individuals and organizations which supported the tech-
nical consensus represented by the CEN CWA, stemming from Belgium, Brazil, China, Denmark,
France, Germany, Greece, ltaly, Netherlands, Sweden, Switzerland and Thailand. Mr. Joe McKinney,
Chairman CEN Workshop SMART-CM and Rolf Widmer of SNV (Swiss Association for Standardiza-
tion) were facilitating the meeting.

Various standards (proposals), specifications, identifiers, data capture methods, protocols and appli-
cations concerning supply chain and security information exchange exist (ISO / CEN / GS1 / ETSI/
BIC/RFID/E-seals etc.) as well as private formats of EDI messages (UN/EDIFACT, XML etc). A grow-
ing number of container security regulations like Authorized Economic Operator (AEQ) and Secure
Trade Lanes (EC2, WCO, UNECE) have to be fulfilled. It is nearly impossible for a single enterprise
to make (EDI) connections with all relevant players. Unnecessary costs and risks are implicated,
while various smart business opportunities are being left open.

Interoperability between authorities (customs) and market players need to be further streamlined and
therefore standardized based on a common i ndu
Gateways' have to be |Iinked or <created, provi
variety of sources, including CSD devices/e-seals, RFID infrastructure, Port MIS or fleet manage-
ment systems.

Three key goals are to be achieved through the CWA document:

i Transparency —qgiving visibility to good professional practices or reference
documents. “

i Flexibility —proposes a flexible solution that meets the requirements of com- L =
panies, industry associations, and other relevant consortia.

1 Economic growth —guide market development in a coordinated manner, ‘
taking into account varying interests amongst the stakeholders while remov- g eace an conmarree
ing barriers to trade. FOR STANDWRDZATION
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Experiences, opinions and other comments at CEN CWA workshop:

i fi R e-&Wobrld Experience with CSDs in Project SMART  -CM, presentation by EDC NV:

—Trip Startl, the installation and the initiation

actual journey of the container or other transportation conveyance, for several reasons. Also the
initial GPS position fix is critical. For sea-going journeys, it was recommended that the life of the
battery charge be a minimum of twice the planned length of the total journey of the CSD. For efficient
and effective use of the Neutral Layer data, it must be easily and very quickly available to the user
Customs Agencies. The expert recommended further that there be a globally uniform Customs
Procedure and Code for quickly accessing the shipment security history of a particular container/
conveyance. The entire group assembled agreed that this was most desirable. Additional points and
observations were noted in the workshop minutes.

i iRewbr|l d Experience with CSDs in independen

The greatest difficulty in the setup of their two trade lane projects was obtaining the cooperation of
the several Customs Agencies outside the SMART-CM consortium, whose agreement was required
for these trials to take place in a proper manner.

i "Global Data Synchronization Network (GDSN) created by GS1, in use in the Consumer
Goods and Retail Industry”

The purpose of this presentation was to demonstrate the global system architecture of another
system, established for the purpose of sharing specified types of data amongst industry collaborators
(including retailers and their consumer goods manufacturing business partners). In addition, to relate
some of the key business collaboration principles that are in use by the GS1 organization, (such as

of

t proje

the necessity of —certificationl of wvarious communic

exchanged amongst GDSN participants. Furhtermore, which business functions have been
demonstrated to be best managed by a single global organization, and which business functions will
be managed on a distributed basis for reasons of data security or national sovereignty or other
issues which seem to be inevitable in a broadly based initiative such as this one. The GDSN work
has been underway since at least the year 2000 on a limited, often unilateral, basis by various
industry segments in a number of nations.

The conclusion was that a CSD sub-working group should be convened via email and conference
calls, with conclusions presented to the entire Workshop Team through a future version of the CWA,
for general review by the entire Team. This was then assigned to the Workshop chairman for
implementation and leadership.

1 i S MAFCIM Neutral Layero

The key point that was discussed and emphasi
messages with the SICIS database built by project INTEGRITY. This was accomplished in addition to
the basic project CM goal of accepting messages from multiple CSD systems. The importance of
these capabilities (both the acceptance of data from multiple disparate systems, as well as the
linkage with the SICIS database) demonstrated the ability of the SMART-CM Neutral Layer to be

accepted as the first of the various —data pool sl

with the SICIS database as a second CERTH managed project deliverable, thus in fact creating the
first globally operating —Container Security
component is the single Directory Service, which would be responsible for taking inquiries, such as
from a national Customs Agency.

Mapping SMART -CM Common Framework and UBL standard.  UBL, the Universal Business
Language is designed to plug directly into existing business, legal, auditing and records management
practices, eliminating the re-keying of data in existing fax/paper-based supply chains and providing an
entry point into electronic commerce for SME'gs.
leased by OASIS. Included at the moment are mappings to GS-1 LIM, OASIS UBL and UBL 2.1 for
some of its messages. Other mappings, including UN/CEFACT/TBGS3 are ongoing as part of the Com-
mon Framework activities. (source text: SMARTCM-D2 5 5-v1 0 0_Concertation report.doc)
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Additional observations were presented by Mobistar/Orange , emphazing the developm
Internet of Thingsl in which CSDs communicate to bot
other stakeholder given access to the data—such as the Customs Agencies—demonstrate the value

of creating a standardized platform for the CSD Industry. A speaker from the airline industry
observed that an urgent —Mind set shiftl°" is needed
changes are not technol ogtisceall atypeel Ibarbruterrsat her ar e

Key points in discussion regarding standardisation proposal

1 How to verify that CSD data is reported through to the Neutral Layer?

The application of the types of cybersecurity applied to the communication of the CSD network to the
Neutral Layer would require a tenfold increase in investment, thus rendering the entire system with-
out economic value. The application of the certification processes, such as used by GS1 for the Data
Pools in the network, may provide an economic methodology for securing the accuracy and authen-
ticity of the CSD messages as transmitted from the home CSD system. Additional point: is the inter-
net an adequate communications path? Or should we go to a private network provider?

Standardisation proposal

It was proposed that for the key standardisation issue of messaging formats and the types of
messages required by the Neutral Layer from the CSD providers, the CWA be written to support the
standardization of these messages and formats in the manner in which the Neutral layer has
managed this set of activities, with the incorporation of the recommendation of a Belgium KUL study
(presented by EDC). There being no objection by any Workshop participant, these items will be
written into the CWA as they were presented to the Workshop at this meeting.

Follow up actions
- September 26, 2011: deadline for all attendees to submit comments regarding the "Draft Agree-

ment document of CEN workshop of SMART-CM Project" (document N0024) as discussed at the
meeting. Submit comments to rolf.widme@snv.ch and jmckinney@sysplan.com .

- September 26: dispatch of the minutes of the meeting.

- October 5: Draft CWA with received implemented comments will be dispatched to the members of
the Workshop with a last chance to comment.

- Between October 15 -20: Draft CWA will be submitted to CEN.

- November 1: The document for enquiry is available on the CEN website.

- January 30, 2012: Enquiry will close. After January 30: Comments of the enquiry will be dis-
cussed and implemented or rejected with an appropriate justification. The document will be published

by CEN.

Text is summary prepared by EIA based on detailed Minutes prepared by Mr. McKinney, CEN Smart-
CM Workshop 1/6/2011 andWorkshop 19/9/2011. Secretariat: rolf.widmer@snv.ch

Standardisation meeting / CEN

Steering Commitee / EIA
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COSCO Corridor demonstration

The purpose of the meeting was to report on the SMART-CM COSCO Corridor Demonstration co-
organised in Ningbo by NPIC and COSCON vis-a-vis Chinese and Belgian Customs.

Mr. Le, Deputy Director from Ningbo Customs and Isabelle De Stobbeleir from Belgian Customs
were both convinced that Smart-CM can bring security and reliability for international container
transportation. The initiative also can make supply chains more visible and transparent. To make the
project successful, it will be very important for international customs co-operation. Both customs
representatives expressed their support and involvement to the Smart-CM
project and their willingness to support the project.

Discussion and suggestions:

i The practical application of SMART-CM depends on the lower cost for
investment and operation, and the battery life after each charge for SMART Container
Devices. To reduce the communication cost, the suggestion is to make full use of the local
mobile network so the communication through the Satellite or Marine Satellite network will be
only a backup solution.
i SMART container‘'s data for Customs is important.
at SMART- CM Platform. Data Exchange interface and standard should be built for better user
experience so that a clerk from Customs can retrieve the corresponding SMART Container
datum from his (her) own working IT system.

1 Tracing of Smart Containers on the sea was not possible in most cases, but it can bind to
vessel positioning because vessel's track can be n
carrier's participation, data exchange interface
However, opening the access to vessel‘'s real tim

pirate risk.

COSCON shared their experiences concerning the number of smart devices tested, vessels included
etc. Two types of SMART devices were briefly introduced (especially on their difference, SMART-CM
platform operation demo, including various kinds of containers). Finally, the installation and removal
problems which happened at the 3rd demonstration have been elaborated upon. Text is summary
prepared by EIA, based on detailed minutes COSCO Corridor Demonstration, Weidong Qiu.
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Port of Antwerp and Smart-CM

The Port of Antwerp considers the Smart-CM (Smart Container Chain Management) project of strate-
gic importance. Smart-CM is geared towards advanced technology research and applications in or-
der to overhaul the whole door -to-door container transport chain

Today, ports are still competing with traditional elements (like size, productivity, capacity, accessibil-
ity) that are and will remain crucial. Yet, the future competitive game will be for these players that
develop innovative new logistic concepts and build sustainable information technology that facilitates
the cargo data flows in the ever more complicated world of transport and logistics.

We are very concerned about both the efficiency and the security of our port. If Antwerp wishes to
remain a prominent logistic gateway to Europe and even strengthen this position, we need to play a
very active role in the development of systems and solutions for electronic communication. We offer
know-how, experience and infrastructure to anchor logistic flows.

The Port of Antwerp and Alfaport, the port users association, recently launched the Antwerp Port
Community System (APCS), a new electronic platform for exchanging information. Principally, it en-
ables shippers and their service providers to eliminate the need to keep re-keying in information as
new players (such as customs officials, truckers and terminal operators) are brought into each supply
chain.

SMART-CM fits perfectly into this innovative spirit, and means a major step forward; but we need
to move fast, as others are doing as well. The project is in an urgent response to demand from key
players along the logistics supply chain to make trade and transport more efficient, secure, visible
and competitive not only in the EU but across the world in a global intermodal context. In order to
guarantee this, two important tools are used. On the one hand, a certification of trustworthy partners
as Authorised Economic Operator along the secured trade lane. On the other hand, a Container Se-
curity Device (CSD) holds track of the secured container to ensure that no unauthorized handlings on
the container have taken place.

The Port of Antwerp is the 2nd biggest port in Europe. Last year we handled over 175 mio tons of
maritime cargo and over 85 mi o TEU's. As a Multi modal port
with the full variety of different transport modes, and well linked to the foreland with several hundred
ports in the whole world on regular basis.

Ever since 9/11, security has been a huge issue, we all agree about that. But how to guarantee secu-
rity in a globalizing world where logistic processes are becoming more and more complex, where
container traffic experiences double digit growth, in a world where we are facing more and more
problems with terrorism, theft, fraud, smuggling, counterfeit goods, and in a maritime sector that is
facing tight margins?

One thing is sure however: it should be
done in an effective and efficient way. Ef-
fective in that the measures we take
should really increase security, but effi-
cient in that security controls should not
disrupt trade and in a way that the cost is
acceptable and affordable for all con-
cerned (including Customs Authorities). A
secured trade lane should also be an effi-
cient and fast trade lane.
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Itis clear thatthe A Ho me | and Se c(impdsedpy thi |
USA) to scan all containers entering the USA is neither effective
nor efficient. Implementing such a system would not only require
huge investments, it would also be extremely difficult to
implement in a port like Antwerp, with a lot of trimodal incoming
traffic, where the goal of improved security would not even be
attained. Some risks — like chemical and biological weapons —
are not or not easily detectable by scanning.

On the contrary, we can expect security even to decrease,
because highly qualified customs officers would be visually
inspecting harmless cargo instead of doing the work they are
trained for i.e. risk analysis.

Like many others, we, as a Port Authority, believe that there is a better alternative, the fundamentals

of which are laid down in the so-calledii Secur ity Amendment of .ThelasicEur opean
idea is to spend the limited resources to control the most suspicious containers more and the reliable

containers less. But this implies that we have the means to assess the risks. One technique is getting

as many containers as possible from a trustworthy source, the Authorized Economic Operators. As a

Port community, we specifically stimulate this certification supporting the green lane development

by providing dedicated training programmes. This approach is by far more effective and efficient than

the 100 % scanning.

As a Port Authority, we actively participate in the tasks the SMART-CM management have assigned
to us, especially concerning the pilots, because they will allow us to develop best practices for secure
and efficient work processes. Our valuable assets are most vulnerable when they are on the
move. Without technology, we cannot guard them from being tampered with.

Author: Matthias Vandecasteele, Port
Authority Antwerp, parther SMART-CM
(08/09/2011)

Dissemination actions

In the final dissemination project phase, addtional meetings have been organised focused at
potential industrial users of SMART-CM. This task was facilitated by EIA using its Brussels network
in close cooperation with the project coordinator CERTH. In various cases, bi-lateral meetings have
been established at international fairs, in other cases digital exchange of information.

i Associations/representations: AIM Logistics; BIC; CEFIC; CLECAT; ESC; ESCA; ESPO;
FEPORT; IMO; UIC.

i Market/operators: HHLA; Maersk; PortBase; Port of Shanghai.

i Others: Mobistar/Orange; Nokia/Siemens; Unisys.

1 Other ad-hoc contacts.

Shipping line agents have been included in the European road show agenda of some SmartCM

partners (period Febr. 2011—April 2011). Names lines: Hanjin; CMA CGM; NYK; YML; Wanhai;

BGF; HPL; OOCL; APL; Hamburg Sud; Naviland; SDS; ACL
to _rather superficial!®

Dissemination in China has been actively undertaken vis-a-vis General Administration of Customs;

senior researchers (seminar loT (Internet of Things) and for major Chinese Universities/Professors
e.g. seminar on Auto-ID technology.
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Synergies Security and Business Value in Supply Chains

What data are regulators around the globe now seeking? How will this data enhance national secu-
rity for nations around the globe? Are there other regulatory uses for the data? And why would busi-
ness operators collect and then feed such information to the regulatory agencies with the require-
ments?

CSDs and the other Auto-ID technologies provide the first opportu-
nity for the efficient coll ection
erations of an enterprise — each pallet, case, conveyance vehicle,

unit, asset, component, associate, operator, supplier, customer, and

in real or near-real time.

i nforn

Since precise information, now efficiently obtainable through Auto ID,
was not previously possible in a cost-effective manner, most man-
agement and business operators never needed to ask themselves:
—can precise information i mprove
ment of this business?lI

Si mply stated, the answer is —yesp
strated in one form or another in nearly every analysis that the au- :
thors have performed. The logic is rather straight forward — CSDs provide
data and information about a portion of normal corporate operations which
has until now provided very little information about its actual activities. For this reason, fully, 85% of
the shrinkage that occurs in the overall supply chain occurs while materials, components, or finished
goods are in-transit from one location to another.

Regulator arguing with
supply chain operator...

No |l onger must these expenses be considered as unmea
businessll category. The availability of precise info
tivities has been demonstrated to deliver, on average, supply chain operations cost savings of 3 -

5% and inventory investment savings of 7%  and more. These savings, combined, reduce unit

costs of goods sold by an average of 0.5% for the products that were analyzed, without impacting

physical materials, production, or marketing costs.

Expense reductions were directly observed in the following:

1. Reduced labor costs, derived by automating the actual tracking function, allowing the analysts
to manage by exception (reducing number of FTEs involved in monitoring each shipment).

2. Reduced shipment financing costs (interest) derived from reducing the duration of individual
shipments.

3. Reduced shrinkage of all forms, including theft, damage and delay.

4. Additional savings, which were indicated in these studies as potential for the future, but which
were not observed directly: reduced insurance claims costs; reduced transaction processing
costs.

Observed inventory management cost savings are derived from the impact of using data and infor-
mation to improve the consistency and the measurability of actual in-transit supply chain operational
performance. This enables lowering the statistical variances. Heretofore, this had been tolerated as

—realityll because t he-imeinviransit measuremert & the axthal events, eex |
lays, routings, and cargo environmental conditions. The combined impact of these variances had
been increased safety stocks, increasedselfcseroskocks,
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Detailed data provided by the CSDs has been observed to enable: w ,4”
1. Reduced on-hand inventory, attributed to increased physical and logical ‘L ﬁ‘g

visibility, which reduces the risks of shipping and the associated costs of: .
Product; Financing; Handling. X0
2. Reduced warehousing costs (less stock = less space).
3. Reduced inventory financing costs. oy
(visibility enables faster turns, lower holding times and associated costs) — e
Saving potentials..

Unquantified savings (savings not yet quantified by real-world data):

—_

Brand protection and the incidence cost impacts: Mattel toys, and recent outbreaks in Europe.

2. Supply chain process improvements attributable to physical and logical visibility and the
elimination of supply chain constraints that are in place without in-transit visibility.
3. Improved supplier performance by products sources and logistics service providers that a

shipper will receive by leveraging in-transit physical and logical visibility, including the in-transit
real-time shipment data that a CSD (CMD) senses and reports.

4. Reduced product damage costs derived from using the physical and logical data of shipment
to identify both the causes and the occurrence locations of damages.

National security, for the United States and for other nations, can be greatly enhanced

synergistically by encouraging all businesses to start real-time monitoring of their in-transit

shi pment s. This newly available —precise informatio
occurring unseen by the stakeholders at either end of the shipment represents fertile ground for

many operational and relational improvements in business, while also providing a few crucial pieces

of data to regulators that are responsible for the security of all. The how, the why, and the technology

choices can come later.

Text is summary prepared by EIA, based on a to be published article edited by Mr. Joseph McKinney

who is currently serving as the Chairman of the CEN (
on AContainer Security and Tracking Devicesod. This pc
Vice President, Sales and Channel management, the GI
ply Chain Practice of CSC. Mr. Arthur Radford led the development of the IBM Strategic Trade Lanes
(STL) Container Monitoring Service (CMS) business and financial solution.
Final meetings 2011

i September 19 : CWA Standardisation meeting, Brussels.
i September 23 : Final Review meeting, Brussels.
i October 12 : Final Plenary / Steering Committee, Thessaloniki (Greece) .
1 October 13/14 : Final Dissemination Event; 4th ECITL Conference, Thessaloniki

—Bringing intelligence and interoperahb

and | oguwvw.écitleus I .
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Contact

Project Coordinator
Hellenic Institute of Transport / CERTH .
Tel: +30 2310 498457 R OB LA A T ; 1

smartprojectoffice@certh.gr Hm A TE AN A ! i
HELLENIC (MSTITUTE OF TRANSPORT (H.LT) 1
EAAHMIKD INETITOYTO METASOPON | MET )

Technical Management
DHL Global Forwarding
Tel: +32(0)3 568 32 35

david.ong@dhl.com q"’

==
Tel: +32 251456 54

KUEHNE - NAGEL m

peter.wolters@eia-ngo.com ok

Quality Management

KUEHNE + NAGEL GmbH

Tel: +43 1 263 0900 7016
alexander.benesch@kuehne -nagel.com

Communications & press
European Intermodal Association

www.smart-cm.eu

EUROPEAN
s INTERMODAL
ASSOCIATION
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Project Partners

Terminal & Transport Operators
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Logistics Service Providers

e @  rroonossa

Customs & Authorities

| + cen
1=l —= =
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Technology Providers
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Fraunhofer Institut
Materialfluss
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